




















DEMO





Year 2000 Contingency Plan






























































Potential Problem Areas





Identify Core Processes





In this portion of the document you would provide a brief description of you system including primary functions and interfaces.  This information is available from your individual ICD’s and OCD.





Example:


System ALPHA provides the command & control functions as a part of the OMEGA system.  The ALPHA receives input from remote sensors via dedicated T-1 lines with dial-in modems as an alternative method of data transmission.  The collected data is in turn routed to a buffer, which in turn downloads the data to a central archive at 72-hour intervals.





During the initial Year 2000 assessment, the inventory identified two routers and an operating system which where not compliant.  Testing further identified a single point of failure in the buffer download script which if it failed; all data would be lost prior to download at the central archive.





Following the system description should be a reference to the Year 2000 inventory and or testing which identified potential Y2K problems.  These problems could be software which, has identified as non-compliant, of unknown status, failures during testing or simply high-risk critical systems and/or interfaces.  Each element should provide a diagram of their system which, can be used for reference and can be part of the appendix.





Remediation Management/Programmatic Contingencies





Identified Alternatives





At this point we address each of the identified “problems” from the management perspective.





Example:


The ALPHA system development program has addressed each of the potential Y2K related failures and has developed individual programmatic solutions for each challenge.





Hardware





Routers model 636 and 649 have been identified as non-compliant by the vendor.  





The vendor supports model 649 and a modification module is available at a nominal cost which is well within the budget for FY99.  However, the modification module will not be available until February 1, 1999.  Contingencies for a late delivery include the replacement of the router with the latest compliant model.  This option will require a funding increase request to the sponsoring agency due to cost which would be beyond the limits of the current budget (you get the idea).  The second alternative is to temporarily re-route the data to a slower compliant router.


Model 636 is no longer supported by the vendor and will require a replacement.  This situation is currently being addressed with two alternatives.  First, upgrade the routers to the model 649 or upgrade to the latest compliant model. Both options have the same potential problems as noted above.





Software





The vendor supports the Windows NT operating system utilized by the ALPHA system.  The necessary patches have been received and are being distributed by CM.  All upgrades to the operating system are scheduled for completion by December 29, 1998.





“This is why the Contingency Plan is a living document.  Once the upgrades described above have been completed, the associated text can be removed.  However, it would be advisable to track the completed items in an appendix to this document.”





High Risk Hardware/Software





Based on initial Y2K testing, the periodic archive script was identified as a single point of failure and is therefore been determined to be high risk.  In an effort to deal with this potentially disastrous situation, the ALPHA system has developed a” manual” trigger for the archive function as well as a operator warning which prompts the operator(s) that a failure has occurred in the automatic process. 











Action Plan


Roles, Responsibility and Authority





This section identifies all personnel associated with contingency plan activity prior to, during, and after the occurrence of a contingency.  Specifically identified are the personnel authorized to initiate a transition to and from a contingency mode of operations.





(This section should be addressed by the FOT)











Contingency Plan Triggers





In order to effectively transition from a system failure to a contingency mode of operations “triggers” must be identified.  These triggers are to be utilized by operational personnel as keys for initiating a contingency plan of action prior to a complete system casualty.





(Each system is to identify and insert the applicable triggers for their systems)





Example:


The ALPHA system main menu display provides the operator(s) with a dynamic system status indicator.  The display, which updates at 300 times/minute, provides the operator with information dealing with performance, data flow, interfaces, and security.  The status display can be set to a minimized display mode in order to provide a higher degree of screen area for routine operations.  While in this mode, the system will alert the operator with a screen alert if any of the monitored systems change status by more than 2%.





Failure of the periodic archive script can be identified by a warning, which prompts the operator to initiate contingency mode operations.





NOTE:


Failure of any component or subsystem will be immediately brought to the attention of the team leader.





In the event of a failure by one of the T-1 connections and subsequent approval by designated authority, contingency mode operations will be initiated.





Procedures for Initiating Contingency Mode





The following procedures are established in order to initiate a contingency mode of operations once the appropriate triggers have been noted and once proper authorization has been given.








(Each system is to identify and insert the applicable procedures for initiating a contingency mode for their systems)





Example:


T-1 Connection Contingency Procedures





From the communications pull-down window, select disengage T-1 connection.


This will disengage the t-1 connection as well as automatically initiate a data recorder, which will record all data, transmitted during the shift to contingency operations.


Initiate dial-up mode


……..


………


……..


Contingency mode completed (get the idea)





The procedures listed will address each of the non-programmatic problems and high-risk areas.  As you can probably guess, we can also reference a specific document (and page) which addresses these procedures so that they do not have to be listed in this document.








Contingency Mode Operations





(Each system is to identify and insert the procedures for operating in a contingency mode)








In this section we describe how the system operates in the degraded/contingency mode.





Example:





While in the contingency mode of operations the system will store archived data from the buffer to the archive via a manual trigger.





During contingency mode operations, the data transmitted to the ALPHA system will be stored to tape until full contingency mode operations are completed.  Once the modem connections have been established, data will resume its normal path to the archive unit.  The retrieval of the recorded data will be covered in the section “Procedures for a Return to Normal Operations”.    Although the modem connections return the system to a point close to normal operations, a noticeable drop in the data flow rate will be noticed by the operator.  In order to avoid a constant state of alarm from the dynamic status monitor, the operator must reset the “data flow limits” monitor from the “settings” menu pull-down.





Life of Plan





(Each system is to identify and insert the period of time each of their systems can operate in a contingency mode)





Example:


In the event of a T-1 line failure, contingency mode operations can be maintained for an extended if not undetermined period of time.  It is however recommended that the system be returned to a normal mode of operations as soon as feasible.





In the event of a failure of the periodic archive script, contingency mode operations can only be maintained for 144 hours.  Due to long term degradation of the manual script, immediate action must be taken to return to the normal mode of operations.  (A bit far fetched, but it works as an example)


Procedures for a Return to Normal Operations





Once the malfunction, which initiated a contingency mode of operations, has been remedied, the system must now return to normal operations.  Upon authorization from proper authority, procedures are to be initiated which will transition the system from a contingency mode to normal operations.





(Each system is to identify and insert the procedures for returning to a normal operating mode)





Example:


During T-1 contingency mode operations, the operator should monitor the dynamic system status menu for changes in the T-1 connection status.  Once the T-1 connection has been established and sustained for a period of 15 minutes, the status indicator icon will return to “green”.  At this point, upon approval by designated authority, procedures for the return to normal operations as stated in the ALPHA system SOP are to be followed. 





(This is an example of how we could reference procedures listed in another document) 


Data Recovery Procedures





(As applicable, each system is to identify and insert the procedures for data recovery.  System’s for which this item does not apply, please state so.)





Example:


	T-1 Connectivity Contingency


During the transition into the contingency mode of operations resulting from a loss of T-1 connectivity from the remote sensors, data is automatically stored to tape until contingency operations have been established.  This process has been established in order to avoid data loss.





In order to recover the data, the system must first return to the normal mode of operations.  Once normal operations have been re-established, the restore functions on the communications window pull-down. May be selected.  This initiates a process where by all data recorded to tape is transferred to the archive for storage.  The process also includes a script which stores the data with the proper “time stamp”.  








I know the examples are lame and far-fetched but it should help if you have no idea of what type of information should be in this plan.





